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Confidentiality

This document contains company confidential information of a proprietary and sensitive nature.
As such this document should be afforded the security and handling precautions that a
confidential document warrants. This document should have a controlled distribution to
relevant parties only, and should not be copied without written permission.

ISS treats the contents of a security audit as company confidential material, and will not
disclose the contents of this document to anyone without written permission.

Version Control

Department of Interior
ISS File
ISS and DOI Confidential
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Document Organization

This document is organized intg thr ions. The first section, scope of testing, outlines the
parameters and extent of the test. A summary of the findings is then provided,

indicating the overall level of risk observed along with the major security issues and activities
that occurred during testing. Finally, a break-down of the vulnerability data is provided.

Executive Summary

This report documents the findings of a_ Test conducted by Internet Security
Systems (1SS} on a portion of the Department of Interior (DOI) network as part of an ongoing
project to evaluate the security of each of the DOI bureaus. A more detailed technical report
has also been provided for security management and network and system administrators.

Scope of Testing

Bureau/Office Tested
This test was conducted against networks belonging to the Bureau of Land Management

!“BLM'i. ire DOI Office of Inspector General (OIG) authorized ISS to perform an SN

test on BLM networks to ascertain potential security weaknesses of network
evices and hosts.

Dates of Testing

The assessment was conductec-rom mm February 21°
through March 11% 2005. Documentation and some additional valldation of testing results

were performed through March 31%, 2005.

Relevant Standards, Federal and Departmental Guidelines

o Federal Information Security Management Act

o Inspector Generals Act

« Office of Management and Budget Circular A-130, Management of Federal Information
Resources. Appendix Ill Management of Federal Information Resources

« General Accountability Office Federal Information Systems Controls Audits Manual
FISCAM

« National Institute of Standards and Technology. Special Publication 800-42, Guideline on
Network Security Testing.
Department of the Interior Network Security Policy (February 14, 2003)
Department of the Interior, Departmental Manual Chapter 375.19, Information
Technology Security Program

o SANS Top 20 Most Critical Intemet Security Vulnerabilities

This document contains sensitive but unclassified information. March 2005 Page 4
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Testing Methodology

Thi est was performed ir- mode. ISS was only provided with the—
No systems were excluded from testing.

Only the primary contact at the DOI was informed of the exact start date and targets. No one
at BLM was informed of testing in order to more closely mimic real attack activity and to

evaluate response mechanisms.

Testing was divided into three phases:
a Network Reconnaissance was performed in order to gain a better knowledge of the
network that was being tested.

o Vuinerability Identification was initiated with all the hosts that were discovered in the
previous phase through the use of automated tools as well as extensive testing with
customized tools and manual testing.

a Validation and Exploitation of the discovered vulnerabilities was attempted. This
consists primarily of manual review of all vulnerability data, validating vulnerabilities by
exploiting them, and combining data and vuinerabilities to penetrate the target networks.

Summary of Findings

Some significant vulnerabilities were found that aliow penetration into BLM networks or allow
unauthorized access to information. The environment exhibits some good security practices
and controls that can help mitigate the effect of vulnerabilities, but is still at a significant risk of
system compromise or access to unauthorized data as a result of the issues identified.

Risk Rating: High Risk

Security Impact

These issues resulted in remote interactive access to_many systems on the BLM network,
including administrative access to-ervers a rvers.

The Wsystems were configured with some attention paid to security,
although ear to be significant weaknesses in the overall security architecture. There
This document contains sensitive but unclassified information. March 2005 Page 5
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is evi f firewalls, with only those systems intended fo—
The systems that were compromised exhibited some good security

practices such as up to date security patches and strong password policies that eliminate

many common vulnerabilities and reduce the impact of identified vulnerabilities.

However, a relatively large number of differen ervers are accessible

representing an increased risk that one will contain configuratiop issues or unpat
vulnerabjiti t appe be an effectiv etwork for,
puttin ystems at a much higher risk of compromise.

activity wa*shorﬂy aﬂe:-oegan on
ednesday, February 23rd, resulting in the originating test
ss intrusive and manual testing performed

e was also no evidence that any of the
of th r actions carried out on*
ere ever identified; vulnerabilities were exploitable throughout the testing period an

31% when they were used to access and collect additional information

Active Services
The bureau tested consists o. T @ Devices and Services

network ranges. The largest of
these is ahneﬁﬂork range
tiit is not directly connected
The remainin

netwo! cover roughly
possible devices. A total of
active devices were found|

allowing connections on
different active services. Of the

services found, mgst are common
ices such asqnd
ers that are intended to

b ccessible. Of the
active devicesglvere found 10 have some degree of vulnerability. This Is a relatively small
number of hos d services for such a large organization. Each additional system or service

does represent on re potential avenue of attack, however, so keeping this footprint small
and further reducin%xposure is recommended.

Summary of Vulnerabilities

Inappropriate accesg controls BLM makes use of a
server that handles uests and_passes the request on to the
can be use som servers such as the

appropriate server. This
erver that should not be accessibl

This document contains sensilive but unciassified information. March 2005

Page 8

REDACTED PUBLIC VERSION OIG WDC 0001 000019



(g INTERNET SECURITY SYSTEMS®

The access ¢ iewed to ensure access is only
allowed fro o appropriat

i pplications. Th-erver contains a
for sending commen This program IS vu neram

Specially formatted input can manipulate the program int
erver. This vulnerability was used to penetrate the remote server and
e other vulnerabilities to be found and exploited resulting in further access

n th
a ny of
ystems.

The utility must be modified to preven thWn by the
progra i i rc be made to
Jimit th

vulnerabilities iﬂappticaﬁons. Two separate,
ulnerabiliies. An attacker can use these

application into ide of the anticipated area. In this case, an
server that is readable by the server userid can be accessed

s sensitive system confiduration files as well as application data.” Une vuinera flity i
led to the discovery of thmwnerability; the
other In led to the discovery of a Tile containi S and database

passwords for every component supporting the

were found with

application.
ﬁapplications must be modiﬂid to use appropriate functions anc—

o preven ssues.

A

ible Several a
allowing access to th o data was observed in th
ut th elf may be susceptible to other vulnerabilities that could be exploited once

This could compromise other data on the system and potentially provide a route

asswords must be changed to comply with BLM/DOI password
is system should be further restricted so that it is not reachable by any

lities i pplications. Atle re vuinerabl
This allows modification of th

manipulate application logic, or gain access to the serve
Manipulation was a i during testing, allowing access to
arbitrary da nd bypassing a login on another, but no significant

access or sensitive data was observed.
The pplications must be modified to prevent attacks. -

an also help identify and prevent some of these vuinerabilities.

-oftware configurations introduce vulngrabilities. is an application server
th i framework for applications on erver. The configuration
on this server provides prog ccess to the underlying

of
This document contains sensitive but unclassified informatian. March 2005 Page 7
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operating system. The access controls o_on th R 2
lead to them being used to run comma er.
S ——

Changes should be made to the
configurations to limit the potential for exploitation.

ISS did not observ

BLM should review the systems processin equests and ensure that each
such system is sufﬁcientlyd from th to mitigate the

effects should the system be compromised.

providing a list of userids
and passwords tha _ewers
are accessible fr e exposure of this issue. However, the

servers accessible on the
uld be used to access other

Snould be migrated to the stronger [

her medium and low-risk vulnerabijliti jdentified that can be used to. the
r that may
be useful when carrying out other attacks. These vuinerabiliies snould als

ressed by
making the recommended changes.

Risk/Vulnerability Metrics

A total of 12 vulnerability instances resulted in penetration as defined in the Rules of
Engagement. Nineteen other medium and low-risk vulnerabilities were exploited to gain
access to some type of information or resource, but did not result in penetration. Twenty three
other medium apd low-risk vul bilities were not exploited. The vulnerabilities that were not
exploited were vulnerabiliies such as that were already
demonstrated, uinerabilities, and vulnerabilities for which there are currently
no publicly avaliable programs or information on how to exploit the issue.

This documant contains sensitive but unciassified information. March 2005 Page 8

REDACTED PUBLIC VERSION OIG WDC 0001 000021



(9 INTERNET SECURITY SYSTEMS™

Figure 1: Vuinerabilities metrics: exploited and allowing penetration

BLM Vulnerabilities

m Exploited - Penetration 6 6 _
0 Exploited - No Penetration o 6 B 13_ \
® Not exploited T 16

As indicated above, only 6 vulnerabilities classified as “high risk” were identified, with another
19 classified as “medium risk” and 29 as “low risk”. The determination of risk is based on the
potential impact of the vuinerability combined with the likelthood that the vuinerability could be
exploited. Viewed solely by potential impact, there are 17 high impact vulnerabilities, but many
of these have a medium to low likelihood of exploitation that result in a lower overall risk for the
vulnerability. This is because many of these vulnerabilities are only exploitable once some
level of access has been obtained to the target environment. Most medium and low-risk
vulnerabiliies are not exploited unless there is a need for additional information about the
system or network being attacked, since these vulnerabilities tend to be informational in
nature.

This document contains sensitive but unclassified information. March 2005 Page 8
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Figure 2: Vulnerability metrics: by potential impact & likelihood

Vulnerabilities by Impact/ Likelihood of Exploitation

High impact Medium Impact Low Impact
W High Likelihood 2
O Med Likelihood 8 11
M Low Likelihood 7 ! 2 .. 4

Each vulnerability was categorized into the following root causes:

Access control: The vulnerability is a result of inappropriate access controls.
Application flaw: The vulnerability is a result of a flaw in a custom application.
Passwords: System, application, or other passwords are easily discovered or guessed.
Patch maintenance: The vulnerability is fixed by a software patch or a newer version of
software, but which is not applied.

Server configuration: The operating system is not secured or Is configured in such a
way that allows the vulnerability.

Web configuration: The web server is not secured or is configured in such a way that
allows the vulnerability.

Unnecessary services: The service may not be inherently vulnerable, but is exposed to
the Internet when it should not be if not necessary.

The high risk issues in the environment are related to application flaws, access control, and
password issues. Other medium risk issues are caused by application flaws, access control,
and configuration issues as shown in Figure 3.

This document contains sensitive but unclassified information.

March 2005 Page 10
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Figure 3: Vulnerability metrics: by category

( Vulnerabilities by category

High Medium Low
@ Application flaw 3 9
m Access Control 1 4 |7 3
B Passwords2 2 ’ ' T
M Paich maintenance 3
DSemr;;n'-ﬁ'g-uraﬁon o7 . 4—" -0 o
O Web Caﬂ_g_u::aﬁonz B 2 Y
W Information 13
This document contains sensitive but unclassified information. March 2005 Page 11
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Tactical Recommendations

Review access controls o

The access controls on the
should be accessible fro

Modify vulnerable pplications
h rable n the ould be modified to remov
ulnerabiiities. In addition, both of th applications that allow,

should be modified as soon as possible to remove the vulnerability.

Implement practices to avoic—an—
Foliow the recommendations provided to avoid-nd—ssues in

custom application code.

should be reviewed to ensure only I that
n be reached.

Review accessibility to certain data

The ability to access data such as security vulnerability reports, system core files, and backups
of system configuration files should be reviewed and modified to ensure this type of data is not

accessible to unauthorized users.

Chang passwords
All of th dentified in this report should be changed to strong passwords that
comply with the DOI/BLM password standards. The processes used to create and change

these passwords should be changed to ensure that only strong passwords may be used.
swords

Discontinue support for
The use of asswords should be discontinued.

server configurations

should be hardened according to security best

thos required to function.

systems should reside in The systems in this

cces that ar No access to

shoul d from these systems. The systems should also be
e

This document contains sensitive but unclassified information. March 2005 Page 12
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improve I configuration of security tools

The security tools in place should be evaluated to determine if they are working effectively in

the BLM envir nt. These systems should be replaced or appropriate changes made to
improve%

Strategic Recommendations
and Best Practices

In addition to the tactical recommendations set out in the above section, it is recommended
that the following strategic recommendations be considered also. Many of these may already
be in place.

Incorporate Security into Application Development Cycle

Security must be incorporated into the application development cycle to help reduce
application security vulnerabilities. Security input should be provided in the requirements
phase. Security standards and coding practices should be incorporated into the development
process. Quality assurance testing should also perform basic security testing using security
tools to catch common security vulnerabilities. Finally, an application security assessment
should be performed by security professionals to identify any hidden vuinerabilities before a
critical application is exposed to the public.

Conduct Regular Network Audits and Regular Penetration Tests

Information systems are always in flux with new attacks being discovered every day. Without
auditing, it is not possible to objectively determine what the current state of security is. A
penetration test can assist with a view of the network as seen by an attacker. Formal onsite
assessments can provide a view of system security from an insider’s perspective. This can
greatly assist in obtaining true defense in depth.

implemen
is a critical part of any successful security policy. Were th-
ere appropriate actions taken? [f this test did not result ip a securi “fire-drill”
conducting one. ISS recommends that BLM deplo_and
here lacking to minimize exposure to current and unknown thre

shoutd a e if it is in its interests to manage its own
should be outsourced to a Managed Service Services (MSS) organization.

or if it

Always adopt a “defense in depth” Security Strategy

Employ a multi-layer “defense in depth” approach to security:
o Perimeter access control such as firewalls, routers, and VPN technology
o Network Intrusion Protection Systems (IPS) on both external and internal networks.
a Host Intrusion Protection for critical servers and applications. Hardened Operating
systems.
o Application security such as access control lists and user credentials.
o Data level security such as compartmentalization, encryption, and classification.
This document.contains sensitive but unclassified information. March 2005 Page 13
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Adopt Risk Management Approach
Using a risk management approach ensures that BLM is making the best business decisions
about security. In a nutshell, risk management involves:
O Ranking information assets by value
a Ranking the probability of threats for each asset
O Evaluating the countermeasures for each threat
0 Deciding how to handle the risk from each threat
o Reduce the risk by applying countermeasures
o Transfer the risk by purchasing insurance
o Accept the risk (i.e. put the annual loss estimate for the risk in the budget)

Formal Security Policy Development
Employ and enforce a security policy that educates all levels of the organization on

expectations and responsibilities with respect to security. This policy should address issues
such as anti-virus protection, Intrusion Protection and acceptable use.

This document contains sensitive but unciassified information. March 2005 Page 14
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Confidentiality
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Document Organization

This document is organized into sections that follow the three major phases of testing.

e The Executive Summary provides an overview of the testing conducted and a summary
of the vulnerabilities and impact to the environment.

e The Reconnaissance section outlines the information gathered about the target
environment such as active devices, types of software in place, and the configuration of
mail and web servers.

» The Vulnerability section provides full details on each vulnerability identified, along with
a description, the systems affected, an assessment of impact, likelihood, and risk, and
specific recommendations for addressing the vulnerability.

e The Penetration section provides a narrative explaining how many of the vulnerabilities
are found, exploited, and used together to gain access to the environment.

Each vulnerability is referenced in this report with a unique number, followed by “H”, “M", or “L”
indicating a “high”, “medium”, or “low” risk issue. The numbering simply reflects the order the
vulnerabilities appear in the report and is provided to allow items to be easily referenced within
the report. Each vulnerability and instance is also assigned a unique vulnerability key for
external tracking.

Executive Summary

This report documents the findings of a Penetration Test conducted by Internet Security
Systems (ISS) on a portion of the Department of Interior (DOI) network as part of an ongoing
project to evaluate the security of each of the DO! bureaus.

Scope of Testing

Bureau/Office Tested

This test was conducted against networks belonging to the Bureau of Land Management
(“BLM"). The DOI Office of Inspector General (OIG) authorized ISS to perform an external
penetration test on BLM networks to ascertain potential security weaknesses of network
devices and hosts.

Dates of Testing

The assessment was conducted remoter— from February 21%
through March 11™ 2005. Documentation and some additional validation of testing results
were performed through March 31%, 2005.

Address Ranges
The IP addresses provided to ISS from OIG for the engagement are defined as follows:

This document contains sensitive but unciassified information. Mareh 2005 Page 7
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Figure 1: Target address ranges provided by OIG

Registered Organization Name (from ARIN}
US DOI Bureau of Land Management {Denver, CO)

Theﬂ publicly accessible Internet resource
was also checked for other BLM networks. e networks in Figure 2 are also registered to

BLM and were approved for inclusion In the testing scope.

Figure 2: BLM address ranges found in Internet registries

Registered Organization Name {from ARIN)
BUREAU LAND MANAGEMENT (Springfield, VA)
Bureau of Land Management (Denver, CO)
Bureau of Land Management (Portland, OR)

US DOI Bureau of Land Management (Denver, CO)

Bureau of Land Management (Denver, CO)

Bureau of Land Management (Santa Fe, NM)

Bureau of Land Management / National Interagency (Boise, |1D)

Testing Methodology

Only the primary contact at the DOI was informed of the exact start date and targets. No one
at BLM was informed of testing in order to more closely mimic real attack activity and to
evaluate response mechanisms.

Testing was divided into three phases:
o Network Reconnaissance was performed i

n ord in a betier knowledge of th
network that was being tested. This includes ns and probes 0

nd other Internet services to determine potential targets.

Vuinerability Identification was initiated with all the hosts t
evious phase. This consists of scanning with

o Validation and Exploitation of the discovered vulnerabilities was attempted. This
consists primarily of manual review of all vulnerability data, validating vulnerabilities by
exploiting them, and combining data and vulnerabilities to penetrate the target networks.

This document contains sensiive but unclassified information. March 2005 Pags 8
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Summary of Findings

Some significant vulnerabilities were found that allow penetration into BLM networks or allow
unauthorized access to information. The environment exhibits some good security practices
and controls that can help mitigate the effect of vulnerabilities, but is still 2t a significant risk of
system compromise or access to unauthorized data as a result of the issues identified.

Risk Rating: High Risk

Security Impact

The Internet-accessible systems were configured with some atténtion paid to security,
although there_appe. be significant weaknesses in the overall security architecture. There
is evidence owith only those systems intended for public access directly accessible
from the Intermet i jbited some good security
practices such a
many common vulnerabilities and reduce the impact of identified vulnerabilt

This document contains sensitive but unclassified information. March 2005 Page 9
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Active Services

The bureau tested consists o
network ranges. The largest of
these is an internal network range
that is not directly connected
the Internet. The remaipgi
networks cover roughly
possible devices. A tfotal o
active devices were fo
allowing connections on
different active services. Of the
sérvices found, most are common

services such asq and
ﬁers that are intende
e Intemet acgessille. Of th

active device re found to have some degree of vulnerability. This is a relatively small

number of hosts and services for such a large organization. Each additional system or service

does represent one i enue of attack, however, so keeping this footprint small
and further reducin ure Is recommended. -

+ 1

Summary of Vulnerabilities e
Inappropriate acces trols _LM makes use of ah
an be used to acc

- server that handles e and_passe request on to the
i S Som servers m
Reference: 1

er. Thi
d be reviewed to ensure access is only

server that should not be accessible

rver contains a

Ssending comments This program Is vulner{ableﬂ
Specially formatted input can manipulate the program int
#server. This vulnerability was used to penetrate the remote server and .
many of the other vulnerabilities to be found and exploited resulting in further access :
ystems. [Reference: 3H. Weimmand Injection

e

-The utility must be modified to pr n by the -
" progra ) i i onfiguration should also be made to
limit

in web applications. Two separate
Inerabilities. An attacker can use these
application int f the anticipated area. In this
server that is readable by th erver userid can be access

S
expgses sensitive system configuration files as well as jcation data. vulnerability in
the d to the discovery of th : the
other | ed to the discovery of a file containing system and database

Page 10

were found

This document contains sensitive but unclassified information. _ March 2006

REDACTED PUBLIC VERSION OIG WDC 0001 000037



(@ INTERNET SECURITY SYSTEMS”

passwords for every component supporting the Land and Mineral Record-
application. [Reference: 4H. Web directory traversal]

These applications must be modified to use appropriate functions and application input
filters to prevent directory traversal issues.

everal a
rds, allowing access to th No data was observed in th
tself may be susceptible to other Vulnerabilities that could be exploited once

Id compromise other data on the system and potentially provide a route
Reference: 2H.
asswords must be cha comply with BLM/DOI password

is system should be further restricted so that it is not reachable by any

Inerabilities i pplications. At are vuinsrable

This allows modification of the 0 them

his vulnerability can often be used to access or modify data in the

jcation logicor gain access to the server hosting the database.

Vas lished during testing, allowing access to

ypassing aﬁogin on another, but no significant

access or sensitive data was observed. eference: 1M.- Injection affects database-
ba plications]

The applications must be modified to prevent SQL injection attacks. Security
monitoring can also help identify and prevent some of these vulnerabilities.

Waeb software configurations introduce vulnergbiliti is an application server
that provides a framework for applications on a rver. The configuration

of H on this server provides programs with ‘excessive access to the underlying
operaiing system. The access controls o n th eb servers can also
server.

lead to them being used to run cormmands on Reference: 5M. Writable we

directory; 8M. ripts allo Xcessive permissions] -
servers and-

Changes should be made to t
configurations to [imit the potential for exploitation.

controls that

ers; Web server provides access to internal systems; Numerous BLM systems
accessed using web server and compromised pa

BLM should review the systems cessingwquests and ensure that each

such system is sufficiently, from the —mk to mitigate the

effects should the system be compromised.

encryption. Th servers all
any of these passwords iding a list of userids

This dacument condains sensitive but unclassified information. March 2005 Page 11
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rvers. None of the BLMJEERvers
limiting the exposure of this issue. However, the
rvers accessible on th
be used to accegs othe
[Reference: 6

S :touid be migrated to the stronger S
encryption algorithm.

Othe i low-j rabiliti identifi e
o that may
e useful when carrying out other attacks. ese vulnerabilies should also be addressed by

making the recommended changes.

and passwords that can be used to acce

Risk/Vulnerability Metrics

A total_pf 12 vulnerability instances resulted in penetration as defined in the Rules of
Engagemént. Nineteen other medium and low-risk vulnerabilities were exploited to gain
access to some type of information or resource, but did not result in penetration. Twenty three
other medium a W=ri bilities were not exploit ilities that were not
exploited wer erabilites such as that were already
demonstrated, vulnerabilities, and vulnerabllities for which there are currently

no publicly available programs or information on how to exploit the issue.

Figure 3: Vulnerabilities metrics: exploited and allowing penetration

BLM Vulnerablilities

o
High Risk Medium Risk Low Risk
| mExploited - Penetration : - 6° 6
- | Exploited - No Penetration 6 13
m Not exploited 7 16
" This document contains sensitive but unclassified information. March 2005 Page 12
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As indicated above, only 6 vulnerabilities classified as “high risk” were identified, with another
19 classified as “medium risk” and 29 as “low risk”. The determination of risk is based on the
potential impact of the vuinerability combined with the likelihood that the vulnerability could be
exploited. Viewed solely by potential impact, there are 17 high impact vulnerabilities, but many
of these have a medium to low likelihood of exploitation that result in a lower overall risk for the
vulnerability. This is because many of these vulnerabilities are only exploitable once some
level of access has been cbtained to the target environment. Most medium and low-risk
vulnerabilities are not exploited unless there is a need for additional information about the
system or network being attacked, since these vulnerabilities tend to be informational in
nature.

Figure 4: Vulnerability metrics: by potential impact & likelihood

Vuinerabilities by Impact/ Likelihood of Exploitation
25
20
15
10
5
0 . !
High Impact Medium bnpact Low Impact
B High Likelihood 2 i
0O Med Likelihood 8 11
M Low Likelihood r 2_ 24

Each vulnerability was categorized Into the following root causes:

o Access control: The vulnerability is a result of inappropriate access controls.

» Application flaw: The vulnerability is a result of a flaw in a custom application.

« Passwords: System, application, or other passwords are easily discovered or guessed.

+ Patch maintenance: The vuinerability is fixed by a software patch or a newer version of
softwars, but which Is not applied.

o Server configuration: The operating system is not secured or is configured in such a
way that allows the vulnerability.

¢« Woeb configuration: The web server is not secured or is configured in such a way that
allows the vulnerability.

e Unnecessary services: The service may not be inherently vulnerable, but is exposed to
the Intemet when it should not be f not necessary.

This document contains sensitive but undassified information. March 2005 Page 13
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The high risk issues in the environment are related to application flaws, access control, and
password issues. Other medium risk issues are caused by application flaws, access control,
and configuration issues as shown in Figure 5.

Figure 5: Vulnerability metrics: by category

Vuinerabilities by category

30-sulill
25 [
20 B2
10 R

0- "

High Medium Low
0 Application flaw 3 )
® Access Control 1 T 4 3~
mPasswords2 2 T h
® Pafch maintenance i 3
E-S-;e;&mﬁguraﬁon 4 T s
01Web Configuration2 | Tz 4
H Information 13

Relevant Standards, Federal and Departmental
Guidelines

Federal Information Security Management Act

Inspector Generals Act

Office of Management and Budget Circular A-130, Management of Federai Information
Resources. Appendix Il Management of Federal information Resources

General Accountability office Federal Information Systems Conirols Audits Manual
FISCAM

National Institute of Standards and Technology. Special Publication 800-42, Guideline on
Network Security Testing.

Department of the Interior Network Security Policy (February 14, 2003)

Department of the Interior, Departmental Manual Chapter 375.19, Information
Technology Security Program

SANS Top 20 Most Critical Internet Security Vulnerabilities

This document contging sensitive but unclassified information.
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Reconnaissance Findings
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IP Address | Port | Protocol Service Identification

This document contains sensitive but unclassified information. March 2006 Page 20
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Vulnerability Risk Rankings

The identification and analysis of risk is carried out in accordance with the NIST 800-30 risk
assessment process. 4

Risk is a function of the likelihood of a given threat-source’s exercising a particular
potential vulnerability, and the resulting impact of that adverse event on the organization
or on individuals.

The penetration testing tasks are carried out to identify the threats to the environment, the
potential vulnerabilities, and any mitigating controls in place. This Information is then analyzed
to determine the overall risk based on the likelihood and impact of each vulnerability.

Likelihood Analysis
The following govemning factors are considered to derive an overall likelihood rating that
indicates the probability that a potential vulnerability may be exercised within the associated
threat environment:

e Threat-source motivation and capability

» Nature of the vulnerability

e Availability of public exploit code or instructions

o Existence and effectiveness of current controls.

The likelihood that a potential vulnerability could be exercised by a given threat-source can be
described as high, medium, or low. Table 1 below describes these three likelihood levels.

Table 1; Likelihood Definitions

Likelihood Level Likelihood Definition

High The threat-source is highly motivated and sufficiently capable, and
controls to prevent the vulnerability from being exercised are ineffective.

Medium The threat-source is motivated and capable, but controls are in place that
may impede successful exercise of the vulnerability.

Low The threat-source lacks motivation or capability, or controls are in place to
prevent, or at least significantly impede, the vulnerability from being
exercised.

Impact analysis

The adverse impact of a security event can be described in terms of loss or degradation of any
combination of the following three security goals: integrity, availability, and confidentiality.

Table 2: Magnitude of Impact Definitions

| Magnitude Impact Definition
Low The loss of confidentiality, integrity, or availability could be expected to have a
This document contains sensitive but unclassified information, March 2005 Page 24
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Magnitude

Impact Definition

limited adverse effect on the system’s operations or assets.

This may cause minor degradation in capability, but the system is able to perform
its primary functions. Minor but reversible damage to system assets, financial
loss, or harm to individuals could occur. Exploit of such a vulnerability could lead
to an attacker obtaining system statistics, user accounts, or other sensitive
information that would aid in an attack.

Medium

The loss of confidentiality, integrity, or availability could be expected to have a
serious adverse effect on the system's operations or assets.

This may cause significant degradation in capability, but the system is able to
perform its primary functions. Significant but manageable damage to system
assets, financial loss, or harm to individuais could occur. Exploit of such a
vulnerability could allow indirect access to data and configuration files.

High

The loss of confidentiality, integrity, or availability could be expected to have a
severe or catastrophic adverse effect on the system’s operations or assets.

This may cause severe degradation in capability where the system is not able to
perform one or more primary functions. Major damage to system assets,
financial loss, or harm to individuals could occur. Exploit of such a vulnerability
could provide system access, likely at the root or administrator level. System
security would be fully compromised. High also includes those vulnerabilities
believed to be serious enough to warrant immediate attention.

Risk Analysis

The likelihcod and impact rankings are combined to determine an overail risk analysis. In
general, a 3x3 risk level matrix is utilized, although in some cases a subjective determination

may be made

to adjust a risk level up or down in cases where the risk Is between two levels.

Table 3: Risk-Level Matrix

b Low High
(10) (100)
High (1.0) Low High
10X1.0=10 100 X 1.0 =100
Medium (0.5) Low Medium
10X05=5 100 X 0.5 =50
Low (0.1) Low Low
This document contains sensitive but unclassified information. March 2005 Page 25
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10X01=1 50X01=5 100X 0.1=10
Risk Scale: High (>50 fo 100); Medium (>10 to 50); Low (1 to 10)

Table 4: Risk Scale and Necessary Actions

Risk Level Risk Description and Necessary Actions

@ If an observation or finding is evaluated as a high risk, there is a strong need for
corrective measures. An existing system may continue to operate, but a

corrective action plan must be put in place as soon as possible.

Mediuml if an observation is rated as medium risk, corrective actions are needed and a
plan must be developed to incorporate these actions within a reasonable period

of time.

If an observation is described as low risk, the system’s authorizing official must
determine whether corrective actions are still required or decide to accept the
risk.

This document contains sensitive but unclassified information, March 2005 Page 26
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Vulnerabilities

This section identifies all of the vulnerabilities found during testing. The vuinerabilities are
categorized into High, Medium, and Low-risk vulnerabilities based on the criteria described in
the Vulnerability Risk Rankings section and the understanding of the environment gained
during testing.

High-Risk Vulnerabilities

- I |

Highest Risk: High

!elerences -

High High
Recomiillilli :

C_______J—

Highest Risk: High

This document contains sensitive but unclassified information. March 2006 Page 27
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High

Figure 12
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[3H.

Highest Risk: High
Category: lication fia
Identifier:

References:

This document contains sensitive but unclassified information. March 2005 Page 29
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Recommendation:

Highest Risk: High
Category: Application flaw

derster: S —

References:

D Dalsaaiic e Sysienm Name inpact | Likely | Risk
21 High | Medium

1D Impact | Likely

x2-2 High | Medium

This document contains sensitive but unclassified information. March 2005 Page 30
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Recommendation:

Medium-Risk Vulnerabilities

Category: Application flaw
centir: R
' References: one
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[ Likely

Risk

' edlufn | Medium

Medium

Risk

Medxum

Medium

.Msdium

Medium

Medium

Medium

Meadium

Medium

Medium

Medium

Medium

Medium

Medium
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Recommendation: .|‘ “

2. N

Highest Risk: Medium
Category: Access control
Identifier.

: _)
References: one

Risk
Medium

This document contains sensitive but unclassified information. March 2005 Page 33
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JRecommendation:

I ——

Highest Risk: Medium

Category: Web i
Identifier:

References: None
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v

| Likely

[ Medium
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Figure 14:

Be Edt Vew Favorkes ook teb »
Qbck J B G SDseach Travomes @ -5 E-U B R

Addres:

Recommendation:

4M.

Highest Risk: Medium

Category: OS configuration
Identifier:
References:
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Likely Risk
Low Medium

Recommendilil:

sv.

Highest Risk: Medium
Category: Access Controls

Identifier: —
References:

b——

Recommmdaﬂom—
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6M. W _

Highest Risk: Medium
Category: OS configuration
Identifier:

Refereances: None

| Impact | Likely Risk
Medium | Medium | Medium

Recommendation:

7M' — e —— i A—————TA ——— e A A A R R A s .

Highest Risk: Medium
Category: Access Control

Identifier:
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References: -

Likely Risk
Medium | Medium

sM. J
Highest Risk: Low

Category: uration
|dentifier:
References:

Likely |Risk i
Medium
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p

Low-Risk Vulnerabilities

|1L. = l

Highest Risk: Low

Category: jon
Idéentifier:
References: |

Recommendation: —

ng hest Risk:
Category: Patch maintenance %;

Identifier: )
References:
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Recommendation:

Highest Risk: Low L

Category: p intenance *
ldentifier:
References: 2
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Highest Risk: Low

Category: Patch maintenance
Identifier:

References:

Recommendationt

Highest Risk: Low

GCategory: Web server configuration
Identifier: - ;
References:
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rigure 15:

L -

Nama Last modified St Descripzion

Recommendation:

Highest Risk: Low

Category: onfiguration
Identifier:
References: -

Likely | Risk
Low
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N .. }".‘al’&
Recommiendation: .- =

.4

.

3

N N o . . o
» ”"':‘»“-’- . ‘.f.&f.:,\:v_. . .

Highest Risk: Low
Category: Con
Identifier:

References:

Likely Risk
Low
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s

Highest Risk: Low

Category: Unnecessary services
Identifier:
References: -

Recommendatlon.

Hzghest Risk: Low

Category: OS configuration
Identifier:
References:

Medlum

This document contalns sensitive but unclassified information. March 2005 Page 45

REDACTED PUBLIC VERSION OIG WDC 0001 000072



(@ INTERNET SECURITY SYSTEMS™

Recommendation:

_________I

Highest Risk: Low
Category:
Identifier:

Web s
References:

Highest Risk: Low
Category: Information

Identifier:
References:
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Recommendation:
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. Penetration

Initial view of the BLM network

I
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Figure 16: }
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Figure 19:
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Figure 25;

This document contains sensitive but unclassified information. March 2005 Page 62

REDACTED PUBLIC VERSION OIG WDC 0001 000089



(@ INTERNET SECURITY SYSTEMS™

This document contains sensitive but unclassified Information. March 2005 Page 63

REDACTED PUBLIC VERSION OIG WDC 0001 000090



(8 INTERNET SECURITY SYSTEMS

This document contains sensitive but unclassified informatian. March 2005 Page 64

REDACTED PUBLIC VERSION OIG WDC 0001 000091



(@ INTERNET SECURITY SYSTEMS"

Flgure 28
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Figure 30: Nessus sacurity vulnerability reports accessible on Intranet site
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Figure 37
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Figure 43:
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Tactical Recommendations

hould be reviewed to ensure onl.hat

n be reached.

Review access controls on

The access controls on th
should be accessible fro

Modify vulnerabl pplications

The erabl n th ould be modified to remove
pplications that ailow

vulnerabilities. In addition, both of th
shou modified as soon as possible to remove the vuinerability.

Implement practices to avoid and

Follow the recommendations provided to avoi
custom application code.

ssues in

Review accessibility to certain data

The ability to access data such as security vulnerability reports, system core files, and backups
of system configuration files should be reviewed and modified to ensure this type of data is not
accessible to unauthorized users.

Chang asswords

All of th identified in this report should be changed to strong passwords that
comply with the DOI/BLM password standards. The processes used to create and change
these passwords should be changed to ensure that only strong passwords may be used.

Discontinue support fo asswords
The use asswords should be discontinued.

Harder‘nd erver configurations
The configurati

ding to security best
ironment with no

erver should be configu
llowed on any server files

erve e run as a ith
uld not have the ability to write to any directories that allow
r o limit the ability to gain access to the system througl'-

server.

Strengthe
All ystems shoul i an systems in this

network should have c&sﬂhat are No access to
hould be allowe these systems. The syStems should also be
provided acces: th quired to function.
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Improve-onfiguration of security tools

The security tools in place should be evaluated to determine if they are working effectively in

improve (M~ ° °*°"""® "% %
improv _

»

Strategic R_e_,_co;ﬁmendations
and Best Practices .

In addition to the tactical recommendations set out in the above section, it is recommended
that the following strategic recommendations be considered also. Many of these may already
be in place. ; ' o

Incorporate Security into Application Development Cycle

Security must be incorporated into the application development cycle to help reduce
application security vulnerabilities. Security input should be provided in the requirements
phase. Security standards and coding practices should be incorporated into the development
process. Quality assurance testing should also perform basic security testing using security
tools to catch common security vulnerabilities. Finally, an application security assessment
should be performed by, security professionals to identify any hidden vulnerabilities before a
critical application is exposed to the public.

Conduct Regular Network Audits and Regular Penetration Tests

Information systems are always in flux with new attacks being discovered every day. Without
auditing, It is not possible to objectively determine what the current state of security is. A
penetration test can assist with a view of the network as seen by an attacker. Formal onsite
assessmen@can provide a view of system secl.i'ity from an insider's perspective. This can
greatly assist in obtaining true defense in depth.

impiemen: NN
s a critical part of any successful security pdlicy. Were th
Were appropriate actions taken? If this test did not Wse ri

ISS recomminds that BLM deploy
’ tere lacking to minimize exposure to current and unknown
BLM should;alsb evaluate if it is in its interests to manage its own

should be outsourced to a Managed Service Services (MSS) organizalion.

Always adopt a “defense in depth” Security Strategy o
Employ a multi-layer “défense In depth” approach to security: S § L
a Perimeter access control such as firewalls, routers, and VPN technology -~
a Network Intrusion Protegtion Systems (IPS) on both external and intemnal networks.
o Host Intrusion Protection for critical servers and applications. Hardened Operating
systems.
o Application security such as access control lists and user credentials.
o _Data level security such as compartmentalization, encryption, and classification.
This document contains sensitive but unclassified information. March 2005 Page 82

REDACTED PUBLIC VERSION OIG WDC 0001 000109



(@ INTERNET SECURITY SYSTEMS™

Adopt Risk Management Approach

Using a risk management approach ensures that BLM is making the best business decisions
about security. In a nutshell, risk management involves:
O Ranking information assets by value
O Ranking the probability of threats for each asset
Q Evaluating the countermeasures for each threat
Q Deciding how to handle the risk from each threat
o Reduce the risk by applying countermeasures
o Transfer the risk by purchasing insurance
o Accept the risk (i.e. put the annual loss estimate for the risk in the budget)

Formal Security Policy Development

Employ and enforce a security policy that educates all levels of the organization on
expectations and responsibilities with respect to security. This policy should address issues
such as anti-virus protection, Intrusion Protection and acceptable use.
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Appendix A:
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Appendix B: Security Reference
Iinformation

W
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